WELCOME TO THE OLIVIA WEB TOOL!
USER GUIDE

Dear SMEs, data protection officers, and valued users of the Olivia web tool,

This guide provides a comprehensive overview of the Olivia web tool, its purpose, and instructions for
use.

What is the Olivia Web Tool?

The Olivia web tool is the main outcome of the ARC2 project, designed specifically for micro, small,
and medium-sized enterprises.

This initiative is co-founded by the European Union and implemented through a collaborative
partnership involving:

* Croatian Data Protection Authority (AZOP)

« [talian Data Protection Authority (Garante Privacy)
* Faculty of Organization and Informatics, Varazdin

* Vrije University, Brussels

* University of Florence

We developed Olivia to simplify your understanding of data protection legislation, clarify your
obligations under the General Data Protection Regulation (GDPR), and streamline the compliance
process.

Getting Started to begin using Olivia, please follow these steps:
1. Navigate to the top of the page

2. Locate the "LOGIN" button in the navigation bar

3. Click on "LOGIN" to access the registration page

4. Complete the registration process to create your account

Once registered, you'll have full access to Olivia's features and resources, empowering you to enhance
your data protection practices.

We're excited to assist you on your journey towards GDPR compliance!
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CLICK ON “REGISTRATION”

@ m]f News GDPR topics Information Resources

Login

INSERT YOUR NAME, LAST NAME, E-MAIL, PASSWORD, CONFIRM YOUR
PASSWORD.

BEFORE REGISTRATION READ THE TERMS AND CONDITIONS OF SERVICES THAT WE
ARE PROVIDING: https://olivia-gdpr-arc.eu/italian/it/gdpr/terms-of-service/active

TO REGISTER AND USE OLIVIA, YOU NEED TO ACCEPT THE TERMS AND
CONDITIONS OF SERVICE. BEFORE ACCEPTING THE TERMS OF SERVICE, READ
THE PRIVACY POLICY CAREFULLY.


https://olivia-gdpr-arc.eu/italian/it/gdpr/terms-of-service/active

Registration Reset password

After completing the registration process, you will receive a confirmation notice at the email address
you provided. To activate your OLIVIA account and start using it, simply click on the activation link
included in the email. Once activated, you'll have full access to all the features and resources OLIVIA
offers to assist you with GDPR compliance.

Olivia | Potvrda racuna D Fristigla posta x

noreply.olivia@foi.hr 1.1uj2023.14:31 %
primaja v

Dragi novi korisnicée,

Kliknite na sljede¢u poveznicu, ili navigirajte do nje, kako biste aktivirali svoj novi Olivia Tool raéun: http://olivia.foi.hr/hr/security/confirmation

46e962a741360bb880e755e7efc0i814e1c9444idd550e3608{273b397e1724d.

S postovanjem,
Olivia Tool tim



IF YOU WANT TO RESET THE PASSWORD, YOU NEED A CLICK “RESET”

Registration

After requesting a password change, you will receive an email containing instructions:

1.
2.

W

Check your inbox for an email from our system

The subject line will indicate it's about password reset
Open the email and locate the password reset link
Click on the link to be directed to a secure page

On this page, you'll be able to create and confirm your new password
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Proofs of course completion ¥
API
Data protection
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Terms of service
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Apply
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PROFILE Section: In the PROFILE section, you can click on the "Modify your password" button to
change your password. You can also update your first and last name. Please note that you cannot change
your email address.

PROOFS OF COURSE COMPLETION Section: In the PROOFS OF COMPLETION section, you will
find certificates for all courses you have successfully completed.

Data Protection Section: The Data Protection section provides information on how to exercise your rights
under the General Data Protection Regulation (GDPR).

Application Programming Interface (API) Section: The Application Programming Interface (API)
section offers a list of available API endpoints accessible to each user. The API only allows for
reading/retrieving data. Each listed API endpoint contains: its name; URL; a short description; a cURL
example

After successfully registering with OLIVIA, you can begin your journey towards GDPR compliance,
which we are confident will be smoother with OLIVIA's assistance. &

OLIVIA is an e-learning platform comprising 15 courses (GDPR TOPICS), each consisting of theoretical
and practical modules. These 15 courses cover:

* Explanations of all your obligations as a data controller or data processor
* Educational materials and videos

» Knowledge tests

» Webinars

* Presentations

» Templates for creating documents to demonstrate your GDPR compliance

This comprehensive approach ensures that you not only understand the GDPR requirements but also have
the practical tools to implement them in your organization. Whether you're new to data protection or looking
to refine your existing practices, OLIVIA provides the resources you need to navigate the complexities of
GDPR compliance effectively.

OLIVIA

Virtual 3gistant for GDPR compliance
GDPR topics




Each theoretical part consists of short lessons and a brief educational video. The learning process
involves watching the educational video and studying all the lessons thoroughly. After completing these
steps, you'll be able to take the knowledge test. A passing score for the test is 80% or higher. If you
achieve a score of 80% or above, Olivia will automatically generate a certificate. This certificate
confirms your successful completion of the theoretical module. This structured approach ensures a
comprehensive understanding of each topic before moving on to practical applications, reinforcing your
knowledge of GDPR principles and requirements.

GDPR topics - Learn and Apply

We recommend starting with the first course, "General Data Protection Regulation Basics," to
familiarize yourself with the fundamental concepts and essential steps every organization needs to take
when complying with the General Data Protection Regulation.

After mastering the basic terminology in the first course, we suggest proceeding in order from the 2nd
to the 15th course: principles of personal data processing, lawful bases for personal data
processing, privacy policy, data subject rights, relationship between controller and processor,
records of personal data processing activities, organizational and technical measures, data
protection impact assessment, data protection officer, processing of personal data through
cookies, video surveillance, processing of biometric data and tracking of workers via GPS,
personal data breaches, and transfers to third countries.

We emphasize that the following courses are applicable to all organizations, as they cover GDPR
obligations relevant to all data controllers: principles of personal data processing, lawful basis, privacy
policy, data subject rights, and organizational and technical measures. Any organization processing
personal data must comply with the principles for personal data processing referred to in Article 5,
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determine the appropriate legal basis for processing personal data in accordance with Article 6, inform
data subjects about the processing of their personal data pursuant to Articles 13 and 14, respect data
subjects' rights, and implement appropriate organizational and technical measures to protect personal
data.

Regarding the other courses, it's important to note that not every organization is obliged to carry out a
Data Protection Impact Assessment (DPIA) or appoint a Data Protection Officer (DPO). Additionally,
not all data controllers work engages data processors.

Furthermore, courses relating to video surveillance, processing biometric data and processing of
personal data via GPS will be useful to controllers carrying out such processing activities, and not to
all controllers. The same applies to courses on the processing of personal data through cookies and
transfers of personal data to third countries.

OLIVIA also contains webinars and presentations on various data protection topics (available only
in Croatian and Italian). If you want to deepen your knowledge on a special topic, this is the section for
you!

All webinars and presentations will remain available permanently and free of charge, and the main
advantage is that you can view them at a time that suits you.

Special features for users
with disabilities

Home News GDPR topics Information Resources Logir:
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In the section INFORMATION, you can find more information about the project we are implementing
with the aim of facilitating compliance with GDPR primarily to micro, small, medium-sized enterprises
and craftsmen. In the NEWS section, we will publish information about our activities and interesting facts
from the world of personal data protection. Also, the NEW section contains the most relevant judgments of
the Court of Justice of the EU in the field of personal data protection for the period 2020-2023.

The following is a short guide through 15 courses that Olivia contains, to make this journey towards GDPR
compliance as simple and enjoyable as possible.



1. General Data Protection Regulation (GDPR) Basics

2OLIVIg,

@ 1 hour(s) 17 questions 51 questions
What | need to know about GDPR? Assess the level of GDPR (personal Checklist to verify the state of
data protection) awareness in your compliance with the GDPR

organization/company

In the theoretical module of the course “GDPR Basics™, users of the Olivia web tool have the opportunity

to learn:

basic terminology of the General Data Protection Regulation;

the legislative framework in the Republic of Croatia and Italy

what is the right to personal data protection;

the scope of the General Data Protection Regulation;

what is the objective of the GDPR and data protection legislation in general;
what is the role of the supervisory authority;

who the data subjects are;

what the personal data are and what the special categories of personal data are;
what is the processing of personal data;

the distinction between controllers, processors and joint controllers;

why the protection of personal data is important for both individuals and organisations

The aim of this module is to help users master the basics of the GDPR and understand what are the
key steps to comply with the GDPR.

When you open the GDPR basics course, you can find basic information about the course topic in the
OVERVIEW section.



1 hour(s) 11 lessons 1 quiz

Overview Lessons Proof of completion &

About topic

In this sub-module, small and medium-sized enterprises (users) user will be able to learn and understand the main
terminology of the General Data Protection Regulation (GDPR): what is the protection of personal data; what is the role of the
supervisory authority; scope of the GDPR; who is the data subject; what are personal data; what are the special categories of
personal data; what is the processing of personal data; what is the difference between controllers, processors and joint
controllers; what is the objective of the GDPR and data protection regulations, why data protection is important, both for
individuals and organizations, etc. After watching the video and after reading the educational materials, the users will be able
to fill out the test and answer questions to check their knowledge. The user will be offered statements, in respect of which
he/she will be able to state whether he/she considers them correct or incorrect. Once the user gives the answers, an
explanation of the correct answer will appear. If the user achieves a minimum of 80 % correct answers, then the system will
generate a certificate as proof of successfully passing the theoretical sub-module.

Learning outcomes
« understand the main terminology of the General Data Protection Regulation (GDPR)
« identify the special categories of personal data

In the section LESSONS, there are lessons you need to master and a short educational video that
will make it easier for you to understand the topic. Once you have mastered all the lessons and
watched the educational video, you can mark the video and lessons with DONE.

What | need to know about GDPR?

1 hour(s) 11 lessons 1 quiz

Overview Lessons Proof of completion &

GDPR basics-video

]

Personal data protection as a human right

About the General Data Protection Regulation (GDPR)

‘When GDPR applies?

Basic terminology

Personal data and data processing

Data controller

After watching the short educational video, there are 10 lessons that need to be studied in detail to be
able to pass the test.



Overview Lessons Proof of completion €

List of lessons

° GDPR basics-video
Video

a Personal data protection as a

GDPR basics-video

Bt Whuvia e1cPDP|

human right
Reading

About the General Data
Protection Regulation (GDPR)
Reading

When GDPR applies?
Reading

Basic terminology
Reading

Regulation (GDPR) Basics

Personal data and data
processing
Reading

\wareness raising campaign for SMEs Il -ARC Il Olivia- virtual assistant for GDPR compliance
Data controller
Reading

For each lesson in the theoretical part, you have the option to click on the icon marked in red and add your
notes related to a specific topic.

KNOWLEDGE TEST (QUIZ)

Personal data protection as a human right

[

About the General Data Protection Regulation (GDPR)

When GDPR applies?

[

Basic terminology

Personal data and data processing

Data controller

Joint data controllers

[l

Data processor

il

Supervisory authorities and European Data Protection Board

2pg for GDPR compliance

JHHTTTT
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List of lessons

° GDPR basics-video
Video

human right
Reading

About the General Data
Reading

When GDPR applies?
Reading

Basic terminology
Reading

Personal data and data

) OO0 00 O

Personal data protection as a

Protection Regulation (GDPR)

Quiz
This quiz contains 10 questions.

Please note that the passing score is 80% and that the results are available immediately after quiz submission. The
number of submissions is not limited and the Results will display only your best score.

To start the quiz, please click the Take quiz button below.

[!] Your grade: 100%

Take quiz

Previous

If you have more than 80% correct answers, Olivia will generate confirmation of successful

completion of the module.

By clicking on the RESULTS button, a page opens where you can see your answers and explanations.

ist of lessons

GDPR basics-video
Video

Personal data protection as a
human right
Reading

About the General Data
Protection Regulation (GDPR)
Reading

When GDPR applies?
Reading

Basic terminology
Reading

Personal data and data
processing
Reading

Data controller
Reading

Joint data controllers
Readina

Overview Lessons Proof of completion &

Quiz results

1. Right to protection of personal data is a fundamental human right. The aim of protecting the right to personal data
is to ensure that individuals have control over their personal data and that their personal data is processed fairly,
lawfully, and securely by organizations and authorities.

Correct answer: True @
Your answer: True

If your company collects personal data for any purpose, it is essential to comply with the General Data Protection
Regulation (GDPR).

Organisations should thoughtfully assess the reasons for processing personal data and carefully choose means and
methods for processing of personal data, and remain mindful of associated risks.

By upholding the right to personal data protection, the objective is to prevent unauthorized access, misuse, or
disclosure of personal information, thereby advancing privacy, security, and trust in data processing operations.
Furthermore, safeguarding the right to personal data contributes to the preservation of other essential human rights,
including privacy and freedom of expression, in the modern digital landscape.

2. The competent authority for the regulation of personal data protection issues is the Croatian Personal Data
Protection Authority which falls under the jurisdiction of the competent Ministry.

Correct answer: False @
Your answer: False

The Italian Personal Data Protection Authority (GPDP) is an independent supervisory authority, hence is not an agency
that falls under the inrisdiction of a Ministrv GPNP nffers advices and nnidance nromates nnnd nractices carmv ot

When you click on the “PROOF OF COMPLETION”, the page where you can download your
confirmation will open. This proof of completion can be used as one of the organisational measures
and as a tool to educate and motivate employees to learn about personal data protection. In this way,
you are working actively to raise awareness on personal data protection within your organisation.
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QOverview Lessons Proof of completion &

Certificate

Lee 89 I~

Congratulations, Anamarija Bartoli¢!

You did a great job and therefore you are rewarded with a well-deserved proof of completion!

The practical part of the “GDPR Basics” course consists of two online forms (self-assessment
questionnaires):

- Self-assessment questionnaire on the level of personal data protection in a company (organisation)

Apply

Assess the level of GDPR (personal data protection) awareness in your organization/company

Overview Questionnaire Report

In this practical sub-module, small and medium-sized enterprises (users) will be asked for relevant information about the processing of data in their organisations, i.e. the
following information: whether they process personal data of clients, employees; whether they process data on natural person’s sex life or sexual orientation religion,
health or other sensitive data; whether they use the personal data they collect and store for specified, explicit and legitimate purposes; do they only keep personal data
for as long as necessary for the purposes for which they are processed, etc.

Furthermore, users will be able to answer questions to determine whether they are data controllers, processors or joint controllers. It is essential that users identify the
role of their organisation/company in data processing activities, as organisations/companies can play all three roles at the same time. For example, at the same time a
marketing agency is the data controller for some processing activities, and together with an airline is the joint controller, and data processor for other organisations that
have hired it to carry out marketing activities. Users will also be able to complete the questionnaire and answer questions to identify which categories of personal data
they process and to determine whether they collect and process sensitive data (special categories of personal data).

Once all the questions have been answered, a report with recommendations for improvements will be generated.
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When you open the practical module, on the webpage you will see three sections: Overview,
Questionnaire, Report. Under OVERVIEW you can find some basic information about the
QUESTIONNAIRE.

CHOOSE QUESTIONNAIRE

Apply

Assess the level of GDPR (personal data protection) awareness in your organization/company

Overview Questionnaire Report

N’

In this practical sub-module, small and medium-sized enterprises (users) will be asked for relevant information about the processing of data in their organisations, i.e.the
following information: whether they process personal data of clients, employees; whether they process data on natural person’s sex life or sexual orientation religion,
health or other sensitive data; whether they use the personal data they collect and store for specified, explicit and legitimate purposes; do they only keep personal data
for as long as necessary for the purposes for which they are processed, etc.

Furthermore, users will be able to answer questions to determine whether they are data controllers, processors or joint controllers. It is essential that users identify the
role of their organisation/company in data processing activities, as organisations/companies can play all three roles at the same time. For example, at the same time a
marketing agency is the data controller for some processing activities, and together with an airline is the joint controller,and data processor for other organisations that
have hired it to carry out marketing activities. Users will also be able to complete the questionnaire and answer questions to identify which categories of personal data
they process and to determine whether they collect and process sensitive data (special categories of personal data).

Once all the questions have been answered, a report with recommendations for improvements will be generated.

In this practical module, you will be asked for essential information about data processing in your
organization, i.e. the following information: whether you process personal data of customers, employees;
whether they process data on sex, religion, health or other types of sensitive data; whether you use the
personal data that you collect and store for specific, explicit and legitimate purposes; if you keep personal
data only for as long as necessary for the purposes for which the personal data are processed, etc.
Furthermore, users will be able to answer questions to determine whether they are data controllers,
processors or joint controllers.

It is essential that you identify the role your organisation/company plays in data processing activities,
as organisations/companies can also play all three roles at the same time.

For example, a marketing agency is at the same time a data controller for some processing activities and
together with an air transport company is a joint controller and data processor for other organisations that
have engaged them to carry out marketing activities.

After answering the 17 questions in the questionnaire, Olivia will generate an explanatory report
regarding your obligations under the General Data Protection Regulation.
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Il tuo questionario & stato salvato. E possibile visualizzare i risultati facendo clic su Visualizza rapporto nella scheda Questionario. X

Panoramica Questionario Rapporto

Questo questionario contiene 18 domande. Alcune domande appariranno solo se hai risposto in modo specifico a una delle domande precedenti.
Il questionario put essere compilato quante volte si desidera o & necessario.

Fare clic sul pulsante Compila questionario per iniziare a compilarlo.

Compila il questionario Modifica il questionario Visualizza rapporto

I questionario é stato inviato L'ultima volta 22.10.2024. 10:46

REPORT CAN BE DOWNLOADED IN .PDF FORMAT IN SECTION DOWNLOAD REPORT.

Assess the level of GDPR (personal data protection) awareness in your organization/company

Qverview Questionnaire Report

1. In my company, personal data processing takes place. We don't process personal data of clients or customers, but we process personal data of our employees.
Yes

Description:

Your business is subject to personal data protection regulations, including the application of the General Data Protection Regulation (GDPR). Are you aware of that?
Please ensure that you gather more information on your responsibilities concerning personal data protection.

2. In our company, we process at least one of the types of personal data listed below: - Personal data on racial or ethnic origin - Political opinions - Religious or
philosophical beliefs - Trade union membership - Genetic data - Biometric data processed for the purpose of uniquely identifying a natural person - Health data - Data

on a natural person’s sexual life or sexual orientation

- GDPR Self-Assessment Questionnaire

We strongly recommend that all organizations processing personal data complete the GDPR self-assessment
questionnaire. This comprehensive tool is designed to help you evaluate your current data protection
practices, identify potential gaps in compliance, and guide you towards full adherence to GDPR
requirements.The questionnaire consists of 51 questions.

Questions from the questionnaire will help organizations to map the personal data they are currently
processing, identify the legal basis for the collection (processing) of personal data and the period
storage for each category of data.

Conducting this exercise will help identify where urgent corrective actions are needed to achieve
compliance with the General Data Protection Regulation.

This GDPR compliance self-assessment questionnaire contains more detailed questions in the
following areas:

14



e personal data processed by the organisation;

o legal bases for the processing of personal data;

e principles relating to processing of personal data;

¢ informing the data subject about the processing of his or her personal data;
e risk assessment;

e data security;

e data breaches;

e international data transfers.

Your responses to the questionnaire can be saved and modified at any time. There is no limit to how
many times you can complete or revise the questionnaire.

After you have completed the questionnaire, in the section VIEW REPORT, you can download the
results/report in pdf. format. You can fill out the questionnaire an unlimited number of times. If you wish
to modify the content of the questionnaire, please choose EDIT QUESTIONNAIRE.

Overview Questionnaire Report

This questionnaire contains 17 questions. Some questions will only appear if you answered one of the previous questions in a specific way.

The questionnaire can be filled as many times as wanted or needed.

Click on the Fill quesstart filling it.
Fill questionnaire Edit questionnaire |
Questionnaire was 2024. 16:17
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2. Principles relating to processing of personal data

®2 hour(s) (2115 questions

Principles of data protection Application of the principles of
personal data processing in business

In the theoretical module of the course “Principles relating to processing of personal data”, users of
the Olivia web tool have the opportunity to learn:

what principles of personal data processing are prescribed by the GDPR

how to comply with the principles outlined in article 5 of the GDPR; starting with lawfulness,
fairness and transparency

how to comply with the principle of purpose limitation and what to do if they want to process
personal data for a different purpose than the one for which they initially collected the data

what undertakings (controllers) need to do to comply with the principle of data minimisation and
what amount of data is considered adequate and relevant

why the principle of accuracy is important and how to comply with it

what is the principle of storage limitation and how to determine the retention period of personal
data

why the principle of integrity and confidentiality is important and what measures should be taken
to comply with that principle;

what is the principle of accountability and how to demonstrate compliance with the GDPR

what is data protection by design and by default and how to apply it in practice

16



The aim of this theoretical module is to introduce users to the importance of understanding the principles
of personal data processing referred to in Article 5 of the GDPR through practical examples.

Overview Lessons Proof of completion &

u

Principles of data protection-video

Principles for the processing of personal data

Lawfulness

Fairness

Transparency

Purpose limitation

What if an organisation (data controller) wants to process the collected data for another purpose?

Data minimisation

What amount of data is considered appropriate and relevant?

Mark as done

Mark as done

Mark as done

Mark as done

After watching the short educational video, there are 13 lessons that need to be studied in detail to
master the material, after which we advise you to approach the knowledge test (Quiz).

What if an organisation (data controller) wants to process the collected data for another purpose?

Data minimisation

What amount of data is considered appropriate and relevant?

Accuracy

Storage limitation principle

Integrity and confidentiality

Accountability

Data protection by design and by default (Article 25 of the GDPR)

Quiz

Mark as done

Mark as done

Mark as done

Mark as done

Mark as done

Mark as done

Mark as done

Mark as done

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion

of the module.
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Overview Lessons Proof of completion €&

List of lessons
Quiz
video This quiz contains 14 questions.

° Principles of data protection-
Video

Please note that the passing scare is 80% and that the results are available immediately after quiz submission. The
number of submissions is not limited and the Results will display only your best score.
Principles for the processing

° of personal data To start the quiz, please click the Take quiz button below.
Reading
Lawfulness i
° Reading ':!J Your grade: 100%
° Faimess
° Transparency
Reading
Previous

Purpose limitation
Reading

What if an organisation (data
controller) wants to process
the collected data for

annther niirmnnee?

Overview Questionnaire Report

Casel

The car service offers vehicle servicing. To inform vehicle owners that the service has been completed, individuals provided their telephone numbers at the car service.
Subsequently, the car service decided to engage in their own marketing efforts by sending various notifications for marketing purposes. They utilized a database of
individuals who had previously received vehicle servicing to send these notifications. However, the individuals were not informed about this practice beforehand. Despite
receiving complaints from certain individuals (data subjects), the car service persisted in sending unwanted marketing content.

Which principle is violated? (Case 1)
(several answers can be correct, all or one)

The car service offers vehicle servicing to its customers. In order to inform vehicle owners that the service has been completed, individuals provided their
telephone numbers at the car service.

Subsequently, the car service decided to engage in marketing activities and sent various marketing notifications without prior consent. They utilized a database
of individuals who had previously availed themselves of vehicle servicing to send these notifications. The individuals were not informed of this marketing use
of their data beforehand.

Despite receiving complaints from certain individuals (data subjects), the car service persisted in sending unwanted marketing content.

lawfulness, fairness and transparency
O purpose limitation

[ data minimisation

In the practical module on the principles of personal data processing, examples of personal data
processing during which one or more principles of personal data processing have been violated are
described. The objective of this practical module is to make it easier for SMEs to understand the principles
set out in Article 5 of the General Data Protection Regulation through concrete practical examples.
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After reading the description of the situation in which there was a violation of the principle(s) of personal
data processing, it is necessary to identify which principle has been violated (one or more of them).

Your responses to the questionnaire can be saved and modified at any time. There is no limit to how
many times you can complete or revise the questionnaire.

Once you have completed the questionnaire, you can download the report in .pdf format with answers
and explanations.

3. Legal bases for processing personal data

Apply — Part 1
(
: fo—

+

(7) 2 hour(s) |328 questions EMS questions
What are the legal bases for Determine the legal basis for Consent for personal data
processing personal data? processing personal data processing

Apply — Part 3
e e |

e

The aim of the “Legal Bases for processing personal data” theoretical module is to familiarize users with
the legal bases for the processing of personal data through practical examples in order to facilitate their
understanding and application of different legal bases for the processing of personal data.

In this module, users have the opportunity to understand how to determine appropriate lawful basis through
practical examples from various industries; identify different legal bases for the processing of personal data;
describe the most common errors in determining the legal basis for the processing of personal data.

After watching the short educational video, there are 8 lessons that need to be studied in detail to
master the material, and after that we advise you to approach the knowledge test (Quiz).

If you have more than 80%accurate answers, Olivia will generate a certificate of successful
completion of the module.

The practical part of the “Legal Bases for processing personal data” course consists of 3 modules:
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- An online form in which you can answer to questions related to processing activities in your
organization. Once you have answered the questions, Olivia will generate a report that will help you
identify the appropriate legal basis for the processing of personal data.

- Template for creating consent. If consent is the appropriate legal basis for the personal data processing
activity you carry out, in this practical module you have the opportunity to fill out a form after which Olivia
will generate a consent template in the form of a Word document. By using this template, you will ensure
that the text of the consent complies with the requirements of the GDPR.

Overview Questionnaire Form/template

TEMPLATE

Download the consent form (Word document)

Consent for personal data processing

Name/surname
John Doe

Identification specification
123678

Contact info
john.doe@gmail.com

Type/category of the data
name, surname, photo

Processing to be carried out
publishing of personal data

- Template for legitimate interest test (LIA). If you rely on a legitimate interest as a lawful basis, you are
obliged to carry out a balance test to prove your legitimate interest. In this practical module, you have the
opportunity to answer questions that will lead you to the conclusion whether you can rely on a legitimate
interest as a legal basis for processing of personal data. Once you have answered the questions in the form,
Olivia will generate a Word document that you will store to be able to prove your legitimate interest in the
future.
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Legitimate interest assessment

Overview Questionnaire

STEP 1: Purpose test

An assessment of whether there is a legitimate interest in the processing of personal data.

Please describe in detail the reasons for which you want to process personal data:

The Company (drugstore) conducts video surveillance at the Company’s business address in accordance with Article 26 of the of the Croatian Act on the Implementation
of the General Data Protection Regulation. Video surveillance is carried out for the purpose of protecting persons and property, based on a legitimate interest, the
existence of which will be determined by this analysis.

The drugstore has so far reported several thefts and several physical attacks on the employees of the drugstore.

The purpose (reason for processing) is to reduce the risk of unauthorized entry into the business circle and to increase the protection and safety of employees and
persons found on the Company's premises, especially entry/exit controls, and to reduce the exposure of employees to the risk of robbery, burglary, violence, theft. The

purpose of the processing is also that a particular recording, in the event of a security incident, may be used as legal evidence in judicial or other proceedings and in the
case of proof of damage for the purpose of securing persons and property.

What benefits do you expect from processing?

should serve to prevent unlawtul acts and video surveillance footage could serve as evidence in the proceedings in the event of such unlawful acts being committed.
We expect an increased level of safety of persons in the facility and the property of the company, which is the advantage of processing.
There is a benefit for all who work in the facility and visit the facility.
Processing is important for third parties because processing can identify the perpetrators of a wrongful act, e.q. lawyers need a recording as evidence in court
proceedings; Insurance companies need a recording to prove the harmful event and the circumstances of the damage, the police to collect evidence in court
proceedings.
Processing is necessary in order to increase the level of security of persons present on the facility, their property and the property of the Company. Video
surveillance should serve to prevent unlawful acts and video surveillance footage could serve as evidence in the proceedings in the event of such unlawful acts
being committed.
We expect an increased level of safety of persons in the facility and the property of the company, which is the advantage of processing.

There is a benefit for all who work in the facility and visit the facility.

Processing is important for third parties because processing can identify the perpetrators of a wrongful act, e.q. lawyers need a recording as evidence in court =
proceedings; Insurance companies

Do you comply with other relevant laws?

YES, Labour act, GDPR and Act on the Implementation of the GDPR‘

STEP 2: Necessity test

Assessment of whether processing is necessary for the purpose you have determined.

Will this process really help you achieve your purpose?

YES. Processing is proportionate to the purpose and the purpose cannot be achieved in any other less intrusive way.
An alternative method exists but requires a disproportionate effort and investment. Recruiting several guards and establishing an internal protection service are

possible alternatives, but they do not lead to easier and more efficient achievement of the goal. This possibility requires higher financial expenses, and in reality such a
measure would be significantly disproportionate to the needs of the Company.
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4. Privacy Policy/Notice/Statement

@ 2 hour(s) [£)44 questions

What is a privacy policy and why Create your own privacy policy
should you have one?

Proof of completion Form/template

In the theoretical module of the course “Privacy Policy”, users have the opportunity to learn why it
is important to have an adequate privacy policy / statement on the processing of personal data or why
it is important to inform data subjects about the processing of their personal data and how to create
a privacy policy that will be in accordance with the General Data Protection Regulation (Articles 13
and 14 of the GDPR). General Data Protection Regulation).

After watching the short educational video, there are 5 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion of
the module.

The practical part consists of an online form in which you need to enter accurate information regarding
the processing activities you carry out, about which it is necessary to inform data subjects. Once you
complete the form, Olivia will generate a privacy policy in the Word document. By using this template,
which must be filled in correctly and contain accurate information related to processing activities in your
organization, you ensure that data subjects will be provided with all the necessary information regarding
the processing of their personal data. By clicking on the “DOWNLOAD PRIVACY POLICY FORM”
button, you can download your privacy policy, save it to your computer, publish it on your website, send it
to data subjects by e-mail or otherwise make it available to data subjects (your clients/service users). If you
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want to change the answers you have entered in the online form, it is possible by clicking on the “EDIT
QUESTIONNAIRE” button.

Create your own privacy policy

Overview Questionnaire

This template is designed to facilitate the creation of your own privacy/statement/notice policy.

Each of the 10 sections must be tailored to the data processing activities of your organization/company. Please note that this is not a document that could be the same

for all small and medium-sized enterprises , i.e., organizations/companies, even for those from the same industry, and that the privacy policy/notice must reflect the data
processing activities you carry out in your organization/company.

Connected courses
? =3
| privacy PlY

Apply
Create your own privacy policy

Overview Questionnaire

This questionnaire contains 44 questions. Some questions will only appear if you answered one of the previous questions in a specific way.
The questionnaire can be filled as many times as wanted or needed.

Click on the Fill questionnaire button to start filling it.

Fill questionnaire Edit questionnaire

Questionnaire was last submitted 26.10.2024. 22:13
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Overview Questionnaire Form/template

Tell individuals who you are and how they can contact you

Enter basic information about your organization (as data controller).

Insert organization name:
Company xy

Insert address:

Happy Place 23

Insert phone number:
0394839843

Insert e-mail adress:

happyplace@dpo-complial -

Do you have an appointed data protection officer?

® Yes

Overview Questionnaire

TEMPLATE

Download the Privacy Policy form (Word document)

Company xy
Address: Happy Place 23
Phone number: 0394839843

E-mail: happyplace@dpo-compliance.eu
Data protection officer: werw

We collect and process the following personal identifiers (common personal data):
- Photographs (displaying individuals)

We collect and process the following personal data perceived as sensitive data:
- Credit/debit card numbers

We collect and process the following special categories of personal data:
- Personal Data concerning sex life health data
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5. Rights of the data subject

@ 2 hour(s) Bs questions

Rights of the data subject Create a data subject request form

Proof of completion Form/template

In the theoretical module of the “Rights of the data subject” course, users will be able to learn and
understand:

e what are the rights of the data subject and how are they related to the principles of personal data
processing

e how to enable data subjects to exercise their rights and why this is of the utmost importance.

The aim of this theoretical module is to help users understand and understand the importance of data
subjects' rights and how to meet data subjects' requests regarding the processing of their personal
data.

Participants of this theoretical module will learn how to identify data subjects' requests regarding
their rights to personal data protection and how to enable data subjects to exercise their rights.

After watching the short educational video, there are 9 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion
of the module.

The practical part of the “Rights of the data subject” course consists of a form designed to make it easier
for small and medium-sized enterprises (controllers) to enable their data subjects (clients, customers) to
exercise their rights related to the protection of personal data. The enterprise (controller) fills in the fields
name of the enterprise (organization), determines which personal data is necessary for him to meet his
request and enters the contact details that the data subject can contact for the purpose of exercising his
rights. The aim is to create a complete form for the exercise of the rights of data subjects, which will then
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be publicly published by entrepreneurs (controllers) on their websites or will be available to data subjects
at the business premises of the controller, which will make it easier for entrepreneurs to obtain a correct
and complete request, and for data subjects to exercise their rights.

6. The relationship between data controller and data processor

Apply

A

N

@ 2 hour(s) (%27 questions
Relationship between data Create a data controller-data
controller and data processor processor contract

In the theoretical part of this course, users can learn and understand:

e who is the controller, who is the processor, who are the joint controllers and what are their mutual
obligations;

e who are the recipients of the personal data, third parties and sub-processors;
e how to regulate the relationship between controller and processor

The aim of the theoretical module is to help entrepreneurs/users to define their role in the process of
processing personal data: whether they are controllers, processors, joint controllers or third parties and
recipients. If they are controllers and have processors, such relationships must be governed by a contract or
other appropriate legal act.

After watching the short educational video, there are 11 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion
of the module.
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The practical module consists of an online form that assists controllers in drafting the Agreement on the
processing of personal data between the controller and the processor pursuant to Article 28(3) of the GDPR.
General Data Protection Regulation.

After completing the questionnaire, a template contract for the processing of personal data will be generated
in the form of a Word document. Please note that users will need to adjust the text of the contract to be used
in their business, depending on the needs and specifics of individual processing, and the template in no way
represents a guarantee that the processing of personal data is in accordance with the General Data Protection
Regulation.

7. Records of Processing Activities

Apply — Part 1

|
YA
1 |

Apply — Part 2
7

)2 hour(s) 4 questions )4 questions
Records of Processing Activities Records of processing activities - for Records of processing activities - for
Data Controllers Data Processors

In this theoretical module of the course “Records of processing activities”, users can learn what personal
data processing activities are and how to keep them, what are the advantages of up-to-date and correct
record keeping of processing activities, what it must contain and in what circumstances are processing
managers obliged to keep records of processing activities.

All data controllers should keep records of processing activities, as it is an overview of all personal data
processing activities in an organisation and serves as an excellent tool for demonstrating compliance with
the General Data Protection Regulation.

In short, users will have the opportunity to learn in this module:
e identify whether there is a legal obligation to conduct processing activities

e understand that a record of processing activities is one of the tools to demonstrate compliance with
the GDPR and that it is desirable to keep a record even when this is not a legal obligation;

e describe what the records of processing activities must contain.
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After watching the short educational video, there are 10 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion
of the module.

The practical module consists of two parts:

- an online form to assist data controllers in creating a record of processing activities in accordance with
Article 30, paragraph (1) of the GDPR

- an online form to assist data processors in creating a record of categories of processing activities in
accordance with Article 30, paragraph (2) of the GDPR

Once the questionnaire is completed, a template for the record of processing activities/records of categories
of processing activities in Excel format will be generated.

You can download this document by clicking on the “Download form” button.

As the processing activities of your organisation will change over time, the records of processing
activities/records of categories of processing activities will also need to be updated accordingly.

You can download, save to your computer and modify the records in Excel format, and it is possible
to make changes in Olivia, by clicking on the EDIT QUESTIONNAIRE button.

8. Organizational measures for personal data protection

Apply —Part1 ™= Apply — Part 2

D uf

@ 2 hour(s) B4 questions B30 questions
Organisational measures Create a Rulebook on Information Create your own Rulebook on
Security System Personal Data Protection

In the theoretical module of the course “Organisational measures for the protection of personal data”,
users can learn that the choice of appropriate organizational measures depends on the risk of personal data
processing (small, medium, high, very high). In addition, Olivia explains which internal acts need to be
developed to demonstrate accountability (compliance with the General Data Protection Regulation).
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The aim of this module is to teach users (controllers) how to apply appropriate organizational measures to
protect personal data in their organizations.

Learning outcomes:
o identify the risks associated with the processing of personal data;

e understand what organizational measures to protect personal data need to be taken in order for
personal data to be adequately protected

o describe the internal acts that need to be developed to demonstrate compliance with the GDPR

e Recognize the importance of education on personal data protection of all employees in the
organization.

After watching the short educational video, there are 4 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion
of the module.

The practical part of the course
consists of two online forms:

- online form for drafting the Rulebook on Information Security

This template is designed to make it easier for you to create an Information Security System Policy. The
answers to all the questions in this must be in accordance with the specific data processing activities in your
organisation/company. Please note that this is not a document that is the same for all SMEs, not even for
organisations/companies from the same industry.

The information security system policy must be adapted to the data processing activities you carry out in
your organisation/company, i.e. it must reflect the actual measures and procedures taken by the
controller/processor to prevent loss or unauthorised disclosure and to remedy the consequences in the event
of loss or unauthorised disclosure of the personal data it processes.

- online form for drafting the Personal Data Protection Policy
This template is designed to make it easier for you to create a Personal Data Protection Policy.

The answers to all questions in this online form (template)must be tailored to the data processing activities
in your organisation/company. Please note that this is not a document that is the same for all SMEs, i.e.
organisations/companies, even those from the same industry.

The Personal Data Protection Policy must be tailored to the data processing activities you carry out in your
organisation/company.

This policy is intended for internal use only by employees of the data controller. It is not designed for public
distribution or to inform data subjects about the processing of their personal data. Instead, this policy serves
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as a comprehensive guide for all employees who handle personal data, ensuring they understand and adhere
to the principles of lawful, fair, transparent, and secure data processing. By familiarizing themselves with
the contents of this policy, employees will be equipped to manage personal data in compliance with
applicable data protection regulations and best practices.

9. Technical Measures

@2 hour(s) 67 questions
Technical measures for the Self-assessment of technical
protection of personal data measures

In the theoretical module of the course "Technical measures for the protection of personal Data," you
can learn what technical measures exist for the protection of personal data, how to assess risks, and how to
take appropriate measures. The aim of this theoretical module is to familiarize users with the importance of
applying appropriate technical measures, how to assess which measures are adequate, and understand the
interdependence of technical and organizational measures.

Learning outcomes
¢ understand what technical measures of personal data protection are

e identify the appropriate technical measures to be applied by the controller in its business operations;
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After watching the short educational video, there are 16 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion of
the module.

Technical measures for the protection of personal data

2 hour(s) 17 lessons 1 quiz

Overview Lessons Proof of completion &
List of lessons
Quiz
Technical measures-video L . .
Video This quiz contains 41 questions.

Please note that the passing score is 80% and that the results are available immediately after quiz submission. The

Setting passwords and number of submissions is not limited and the Resuits will display only your best score.

access rights to data,
programs, and equipment
Reading

To start the quiz, please click the Take quiz button below.

Regular upgrade of
operating system and
computer programs
Reading

T Your grade: 92%

Take quiz

Access control
Reading

Multi-factor authentication Previous
Readinn

Learn
Technical measures for the protection of personal data

2 hour(s) 17 lessons 1 quiz

Overview Lessons Proof of completion €&

List of lessons Quiz results

Technical measures-video
Video

1.Astrong password contains (choose the correct answer):

Correct answer: e) all of the above @
Setting passwords and Your answer: e) all of the above

access rights to data,

programs, and equipment
Reading

Regular upgrade of
operating system and
computer programs
Reading

Access control

A strong security password contains of: 16 or more characters, the more the better, uppercase letters (ABCDEFGH...),
lowercase letters (ABCDEFGH...), numbers (123456...) and symbols (@#$%{}/"; . & >..).
2. Awell-designed password is (choose the correct answer):

Correct answer: ¢) %V0ck@=p0sl1j3=k133 @
Your answer: ¢) %VOck@=p0sl1j3=k153

When creatina a nassward vaishauld avaid:

The practical part of the course “Technical measures for data protection” consists of a questionnaire
for self-assessment of the level of security of processing in the organization. This self-assessment
questionnaire for the level of personal data security consists of 67 data protection measures, and in
relation to each offered measure you have the opportunity to respond with: YES; NO; NOT
APPLICABLE.
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Article 32 of the GDPR deals with the security of personal data processing and requires controllers and
processors to implement appropriate technical and organisational measures to ensure an appropriate level
of security.

The technical and organisational measures referred to in Article 32 of the GDPR are intertwined in several
ways, i.e. technical measures often depend on organisational measures and vice versa. For example, the
implementation of encryption software (technical measure) requires appropriate key management policies
and procedures (organisational measure).

This self-assessment questionnaire is for the sole purpose of indicating to data
controllers and data processors some of the basic technical and organisational measures they should take to
protect the personal data of their users/clients/employees.

If a specific measure from the self-assessment questionnaire is not applicable to your business (for example,
your employees do not use smartphones and tablets for business purposes, do not use the services of the
data processor, e.g. to store personal data in the cloud, etc., your answer should be NOT APPLICABLE
(N/A).

If you have implemented a certain measure for the protection of personal data, then your answer should be
YES. If not, and the measure is applicable to your processing activities, the answer should be NO.

The goal you need to achieve is YES answers to all applicable measures to achieve a basic level of
security for the processing of personal data in your organisation.

It is crucial to emphasize that this questionnaire covers only the fundamental measures for ensuring an
adequate level of data protection. It does not encompass all possible measures a data controller might
implement. The specific measures required will vary based on the risk level associated with the data
processing activities undertaken.

Furthermore, it's essential to recognize that 'appropriate measures' are a context-dependent term. What
constitutes appropriate measures will differ significantly among data controllers based on factors such as
the nature of their business, the volume and sensitivity of data processed, and the potential risks involved.
For instance, the appropriate measures for a financial institution like a bank would be markedly different
from those required for a small retail business such as a flower shop.

Data controllers should use this questionnaire as a starting point and supplement it with additional measures
tailored to their specific data processing activities and associated risks. Regular risk assessments and staying
informed about evolving data protection best practices are recommended to maintain an effective data
protection framework.

After completing the self-assessment questionnaire, by clicking on the button,
you can download the report in .pdf format and find additional explanations for each of the above
measures.
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Apply
Self-assessment of technical measures

Overview Questionnaire

If the Internet is used in business
Has the Internet router changed the predefined username and password for administration with a unique username and password known only to employees

authorised to administer the Internet router?

O Yes
O No

O N/A

Is the Internet router upgraded to the last official version of the firmware issued by the Internet router manufacturer?

O Yes

O No

10. Data protection impact assessment (DPIA)

(7) 2 hour(s) 32 questions

Conduct a data protection impact
assessment

Proof of completion Form/template

Data Protection Impact Assessment
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In the theoretical module of the course you have the opportunity
to learn in which cases you are obliged to carry out a data protection impact assessment, which criteria are
taken into account when assessing whether the processing of personal data will result in a high risk to the
rights and freedoms of natural persons and what the impact assessment must contain and who is responsible
for carrying out the data protection impact assessment.

The aim of this theoretical module is to teach entreprencurs that processing activities are subject to the
requirement for a data protection impact assessment, why it is important to carry out the same in cases of
high-risk processing, what needs to be taken to reduce the risk and what are the negative consequences that
can occur if the impact assessment is not carried out or is not carried out properly.

Learning outcomes
e identify the personal data processing activities that require a data protection impact assessment;

e understand the criteria to be taken into account when assessing which processing operations are
likely to result in a risk to the rights and freedoms of natural persons;

e describe what and why the data protection impact assessment must contain.

After watching the short educational video, there are 11 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion
of the module.

In the practical module of the course, you can find an online
form with questions that will help you conduct a data protection impact assessment. Once you have
completed the information form regarding the description of the processing operations you intend to carry
out, the assessment of the necessity and proportionality of the processing operations to their purposes, the
identification of the risks and the appropriate measures to address the risks, Olivia will generate a template
in a Word document that you can download by clicking on the button. You can
store the template on your computer in word and .pdf format and change it if necessary, and changes can
be made in the practical module itself.
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Conduct a data protection impact assessment

Qverview Questionnaire Form/template

STEP 1: Identification of need

‘Why do you think it is necessary to carry out a data protection impact assessment procedure?

The data controller, Package ltd. (hereinafter referred to as the Company), is a provider of postal services (delivery service).

The Company is implementing a system to track the movements and locations of delivery and personal vehicles in its official fleet. Since the company’s vehicles are
operated by employees during and outside working hours, and these vehicles are also used for personal purposes, the Company is conducting data protection impact
assessment based on the decision of the Data Protection Agency on the establishment and public disclosure of a list of types of processing activities subject to a
data protection impact assessment requirement.

The amount of data collected through the system has been minimized. The system records only vehicle data - type/use, license plate number..., and location data -
movement, stops, idle time, speed, acceleration, sudden braking, exceeding the speed limit... that can be linked to the employee, or identify them.

Employees who have a vehicle available 24/7 sign a separate agreement for the assignment of a company vehicle for personal use. The agreement is signed
indefinitely.

Employees who use pool vehicles reserve the vehicle and fill out a travel log each time they use the vehicle. The GPS system is active around the clock, both when
the vehicle is stationary and in motion. From the moment the employee starts the vehicle, their behavior and movements/location are tracked.

The GPS Application is a web application accessible from both maobile devices and computers at any time. The application can also be accessed via a private mobile
device (without a VPN).

Access to the GPS Application is granted to the Director of Logistics, Head of the Fleet Department, two administrative staff members, one member of the

11. Data Protection Officer (DPO)

Apply — Part 1 Apply — Part 2
ehn

Ao

@ 2 hour(s) 12 questions 9 questions
Who is the data protection officer Should | appoint a data protection What are the duties of the data
and what are his tasks? officer? protection officer?

In the theoretical module of the course ""Data Protection Officer', you have the opportunity to learn under
which circumstances you are obliged to appoint a Data Protection Officer (DPO), what the duties of a DPO
are, and what qualifications and qualities a DPO must have in order to perform tasks in a quality manner.
The aim of this theoretical module is to familiarize users with the role of the data protection officer in the
organization/company, the situation in which DPO appointment is prescribed and his/her characteristics
and duties, as well as the obligations of organizations/companies in relation to him/her.
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Learning outcomes
e Understand the role of the DPO in the organisation/company
o Identify the characteristics and duties of the data protection officer;
e Describe the situations in which the appointment of data protection officers is mandatory
e How to avoid the Data Protection Officer being in conflict of interest

After watching the short educational video, there are 5 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion of
the module.

2 hour(s) 6 lessons 1 quiz I
Overview Lessons Proof of completion
List of lessons Quiz results
Data protection officer-video 1. As a general rule, micro and small organizations/companies are not required to designate a data protection officer.
Video
Correct answer: True @
About the designation of the Your answer: True
data protection officer
Reading Organizations/companies (regardless of their size and number of employees) carrying out such processing must

designate a data protection officer.
Who can be designated as an
data protection officer? Examples of processing activities requiring the designation of a data protection officer:
Reading the processing of personal data by banks and insurance companies;
the processing of personal data by means of smart devices;
the processing of personal data in the context of an online search engine for behavioral advertising;
loyalty programs;
the processing of personal data by telecommunication service providers.

Characteristics of the data
protection officer
Reading

Position of the data
protection officer
Reading

2. The organization/company, although it may not be mandatory to designate a data protection officer, may

Obligations and duties TR0

The practical part of the “Data Protection Officer” course consists of two online questionnaires.

- The first self-assessment questionnaire consists of questions that will help you decide whether you are
obliged to appoint a data protection officer. Answer the questions YES or NO, depending on which of the
above statements is applicable to your organisation.
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on of individuals' rights in relation to their personal data.

4. Qur core business includes some forms of online tracking and profiling of a large number of individuals for the purposes of behavioral advertising.

Yes

Description:

You are obliged to designate a data protection officer because:

- your core business consists of processing operations which, by reason of their nature, scale and/or purposes, require regular and systematic monitoring of data
subjects on a large scale, or

- it is possible that your core business also consists of large-scale processing of special categories of data.

“Regular and systematic monitoring” of organization/company certainly includes all forms of monitoring and profiling. The concept of tracking is not limited to the
internet environment, which is one of the examples of monitoring the behaviour of respondents.

What is meant by the processing of personal data on a “largescale”?

Factors taken into account when assessing whether personal data are processed on a large scale: the number of individuals, the scope of the personal data
processed, the duration of the personal data processing activities and their geographical scope.

5. One of the tools that my organisation/company uses in its business is a loyalty program.

Yes

Description:

The use of loyalty programs is considered to be a “regular and systematic monitoring” of individuals.

IMPORTANT NOTICE! Please note that the questionnaire provides only a few examples of when an
organization is obliged to appoint a DPO. If the activity in which your organization is engaged is not
included in the questionnaire or none of the above examples apply to your organization, this does not mean
that you are under no obligation to appoint an official.

The second self-assessment questionnaire consists of questions to help you better understand the
conditions for appointment and the position and tasks of the DPO.

Answer the questions YES or NO according to the actual situation in your organisation.

Once you have answered all the questions, by clicking on the “Download report” button, you can
download the answers you provided in the questionnaire to your computer, which will be accompanied by
explanations.
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REPORT

Download report

5. I have heard about the Data Protection Impact Assessment (DPIA). DPO in my organisation needs to conduct DPIA.

Yes

Description:

Once again, carrying out a data protection impact assessment is not exclusively a task of the data protection officer. This is the task of the organization/company as
controller; however, the data protection officer is obliged to provide advice and participate in carrying out an impact assessment.

When it is recognised that a particular processing operation of personal data may pose a high risk to the freedoms and rights of individuals, we advise to carry out a
data protection impact assessment.

If you have informed the organisation/company that a DPIA procedure needs to be carried out, please propose a methodology to be followed.
Inform the organisation/company that the DPIA procedure may be conducted internally or request an external service.

Provide advice on what technical and organisational protection measures can be implemented to reduce the risk of personal data processing for an individual.

The data protection officer is obliged to give the controller advice, i.e., to conclude whether the risks are mitigated by the implementation of safeguards and whether
it is possible to continue the processing of personal data.

6. | have carried out several data protection impact assessments in my business. Can such assessments be published?

Yes

12. Cookies

We are cookies

& 2 hour(s) 6 questions (514 questions
Under what conditions can | use Create a cookie policy Create your own cookie banner
cookies on the website? example!

Proof of completion Form/template Form/template

In the theoretical module of the course “Processing of personal data through cookies”, you have the
opportunity to learn what cookies and tracking technologies are, what types of cookies exist and for what
purpose they are used, about consent as a legal basis for the processing of personal data through cookies,
what conditions should be met by such consent and how to inform data subjects about the processing of
their personal data through cookies.
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Learning outcomes

e understand what cookies and other tracking technologies are, what types exist and for what purpose
they are used

e identify legal regulations governing the processing of personal data through cookies and other
tracking technologies

e create a "cookie banner" in accordance with the requirements of the General Data Protection
Regulation

e create a cookie policy (information about the processing of personal data through cookies intended
for data subjects) in accordance with the General Data Protection Regulation

¢ how to check which cookies are used on the website.

After watching the short educational video, there are 5 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion of
the module.

The practical part of the course “Processing of personal data through cookies” consists of two online
forms:

- create an online form for creating a cookie notice . After answering the 7 questions in the questionnaire,
you have the option of downloading a notification called "Cookie Notice" in the form of a Word
document by clicking on the button "DOWNLOAD THE COOKIE NOTICE TEMPLATE".

QOverview Questionnaire Form/template

TEMPLATE

Download the cookie notice template (Word document)

PERSONAL DATA PROCESSING THROUGH COOKIES
We use cookies on out website. A cookie is a small file that the website stores on the visitor's computer or mobile device.

PERSONAL DATA PROCESSING THROUGH COOKIES THAT REQUIRE CONSENT
If you give your consent, we will process your personal data via cookies on our website for:

First party cookies

- Statistical cookies, for the purpose of improving our services, they store information about the page you visited, the previous page you visited, data about the device
with which you viewed the website, screen resolution, and the data is kept for one year.

- Marketing cookies, for the purpose of collecting information about your purchases so that we can suggest products to you in accordance with your habits, they store
information about your user account, information about the date of purchase, information about the items you purchased on that occasion, and the data is kept for one
year.

Third party cookies

- Marketing cookies, for the purpose of collecting information about your purchases in order to be able to suggest products according to your habits, XyXy has access to
the data, and about the set of personal data that is collected, where the data is stored and the retention periods can be read on their pages at the link :
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It is important to note that this information should describe the actual state of the website, i.e. the actual
types and categories of cookies, which personal data are actually collected using these cookies, what is their
actual purpose and storage periods, who has the right to access the data stored in cookies and whether data
is transferred to third countries or international organisations.

- online form (questionnaire) for creating a consent form for processing personal data through
cookies (so-called cookie banner). After answering the 4 questions in the questionnaire, in case you
process personal data through cookies for which consent is required, you are obliged to ask the visitor's
consent via the bar or pop-up window about the consent to the processing of personal data through cookies
(cookie banner/pop-up cookie consent).

CONSENT FOR PROCESSING PERSONAL DATA THROUGH COOKIES

This website uses cookies through which we process your personal data. You can
read more about the processing of personal data through cookies on our pages at the
following link: :

COOKIES MANAGER REJECT ALL COOKIES ACCEPT ALL COOKIES
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CONSENT SETTINGS FOR COOKIES AND TRACKING TECHNOLOGIES

You have the option to customize settings related to giving consent to any
tracking technology used for the purposes listed below. For additional
information on the usefulness and functioning of such tracking tools, please see
the "Cookie Notice". You can change your settings at any time via the "Cookie
Notice" link.

If you wish, you can click on X. This will result in continuing to browse this
website without cookies or other tracking tools (except for technical cookies
which are always active).

Technical (necessary) cookies (always active)

Necessary cookies are essential for providing basic website functionalities. You can
disable them in browser settings, but this may affect the proper functioning of the
site.

Functional

We use these cookies to provide you with a personalized experience when visiting
our website. They allow remembering your choices and preferences and customizing
content according to your needs.

Statistical (analytical)

We use statistical cookies to collect anonymous information about how visitors use
our website. These cookies help us understand how to improve our service by
analyzing the number of visitors, traffic sources, and other statistical data.

Marketing

We use third-party cookies for marketing activities to provide you with relevant
advertisements and personalized content on our website. These cookies allow us to
show you ads that match your interests and preferences. Marketing cookies are used
to track visitors across websites for the purpose of displaying targeted
advertisements.

REJECT ALL ACCEPTALL

COOKIES T CONFIRM MY CHOICES

Olivia will generate an example of a cookie bar/pop-up window based on your answers in the questionnaire.
This bar/pop-up window is not fully functional and serves only as an example of what your “cookie banner”
should look like or contain.

In addition, the example that you can download by clicking on the Download Example button above
contains a code for a non-functional bar/pop-up window that can be used as a basis for implementing a fully
functional version.

Click on the Cookie Settings button to open additional options to customize your own cookie settings.
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13.Video surveillance and processing of personal data

eillance
Apply — Part 1 P Apply — Part 2
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&2 hour(s) Bs questions 313 questions
Video surveillance and processing of Create a notice on the processing of Create Policy on video surveillance
personal data personal data through the video

surveillance system

Proof of completion Form/template Form/template

In this theoretical module, you have the opportunity to learn what are the legal bases for the processing of
personal data through a video surveillance system, under which conditions it is allowed to record
employees in the workplace, which must include a notice of video surveillance, who has the right to
access video surveillance recordings, how long recordings can be stored, under which conditions it is
allowed to monitor workers through GDPS, under which conditions the processing of biometric
personal data in the private sector is allowed.

The aim of this theoretical module is to familiarize users with the legal grounds for the processing of
personal data through a video surveillance system, to point out to them situations when such processing is
not lawful and to teach them how to regulate the processing of personal data through a video surveillance
system (which should include a notice of video surveillance intended for persons affected by the video
surveillance system, define who has access to the recordings, record who accesses the recordings, ensure
that the recordings have access only to authorised persons, do not keep the recordings for more than 6
months, etc.)

Learning outcomes
¢ understand under what conditions the processing of personal data by video surveillance is lawful

e identify the appropriate legal basis for the processing of personal data through the video
surveillance system;

e describe what must be included in the Rules on video surveillance and notice of video surveillance
intended for respondents.

After watching the short educational video, there are 10 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion
of the module.
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Practical module of the course “Processing of personal data by means of video surveillance; biometrics;
worker tracking via GPS’ consists of two online forms (questionnaire):

- online form (questionnaire) used for creating video surveillance notices. After answering 11 questions
from the questionnaire, according to your answers, Olivia will generate a video surveillance notice in .pdf
format. You can download the notification by clicking on the “Download form/template” button.

Create a notice on the processing of personal data through the video surveillance system

Overview Questionnaire Form/template

This questionnaire contains 8 questions. Some questions will only appear if you answered one of the previous questions in a specific way.
The questionnaire can be filled as many times as wanted or needed.

Click on the Fill questionnaire button to start filling it.

Fill questionnaire Download form/template

Questionnaire was last submitted 19.09.2024. 09:50

4 )

THE PREMISES ARE UNDER
VIDEO SURVEILLANCE

DATA GDPR compliance d.o.o.
CONTROLLER:

CONTACT gdpr@dpo.hr
INFO:
Purpose of processing: protection of people and property
Legal basis: legitimate interest
Recording retention period: 3 months
Respondents’ rights (of natural people recorded by video surveillance cameras):

The right to access your personal data, the right to delete them, the right to limit their
processing, and the right to object to their processing

< infor ion on the pr ing of your personal data by the
controller can be found in the Privacy Policy available on website www.gdpr-

Qpliance.hr /

43



Apply
Create a notice on the processing of personal data through the video surveillance system

Overview Questionnaire Form/template

TEMPLATE

Download video surveillance notice

GDPR compliance d.o.o.
gdpr@dpo.hr
legitimate interest

3 months

on website www.gdpr-compliance.hr

14. Data Breach

A

Data Breach

»
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-
-

@ 2 hour(s) 15 questions

What are data breaches and what Assessment - should the data breach
should be done in the event of a be reported to the supervisory
breach? authority?

In this theoretical module, you can learn about your obligations as a controller or processor in the event of
a personal data breach.

In the event of a personal data breach where the personal data breach is likely to result in a risk to the rights
and freedoms of natural persons, the controllers shall without undue delay and, where feasible, not later
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than 72 hours after having become aware of it, notify the supervisory authority (Personal Data Protection
Agency).

If the reporting is not done within 72 hours, it shall be accompanied by the reasons for the delay.

Learning outcomes
e understand the concept of data breach
o identify obligations in case of personal data breach

e describe the data breach procedure

After watching the short educational video, there are 7 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion of
the module.

The practical part of the “Personal Data Breaches” course consists of an online form with 15 questions
that you fill in in the event of a personal data breach in your organisation in order to decide whether or not
to notify the supervisory authority (AZOP) and the data subjects of the breach. Based on your answers,
Olivia will generate a report with a risk assessment (low, medium, high, very high) in case of high/very
high risk to the respondent by instructing them to report the violation to the Personal Data Protection
Agency and to the respondents.

The questionnaire is predominantly based on the ENISA methodology and the following factors shall be
taken into account in the risk assessment:

e type of infringement

e nature, sensitivity and volume of data;

e the ease of identifying an individual,

e the seriousness of the consequences for individuals;

o the specific characteristics of the individual and the specific characteristics of the controller;
e  Number of individuals affected

Potential risk is categorised into four categories: low, medium, high and very high.

We point out that the questionnaire is purely informative, i.e. an auxiliary tool when deciding whether
it is necessary to report the violation to the data protection authority. Completing this questionnaire
does not constitute an official notification of a personal data breach to the data protection authority.

By clicking on the “DOWNLOAD REPORT” button, you can download the questionnaire with your
answers in .pdf format.

The user has the possibility to fill in a new questionnaire for each data breach. Your filled
questionnaires are not saved within the user interface, but you have the option to export and save
each completed questionnaire to your computer. After that, if necessary, you can fill out a new one
for a new data breach.
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QOverview Questionnaire Report

RESULTS

[ESYCH VERY HIGH

Individuals may face significant or even irreversible consequences that they might not evercome (financial difficulties such as substantial debt, inability to work, or long-
term psychological effects). A high-risk breach must be reported to the data protection authority.

REPORT Download report
Choose one or more categories of personal data that were affected in a data breach.

Simple
Biographical data, contact details, full name, data on education, family life, professional experience, etc.

Sensitive data
Any type of sensitive data (e.g. health, political affiliation, sexual life)

Based on your answer to this question, the following further questions were displayed:

15. Transfers of personal data to third countries
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Apply — Part 2

1 4
| AN )
. S
ﬁ i s
AR A/ 7

1 hour(s E questions ]2 questions
©1h (30 B2

Apply — Part 1

Transfers of personal data to third Transfer Impact Assessment Generate a standard contract clause
countries or international
organizations

In the theoretical module of the course “Transfers of personal data to third countries”, users can learn
what transfers of personal data to third countries are. Transfers of personal data between the EU/European
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Economic Area (EEA) and third countries are indispensable for international trade and international
cooperation. When personal data is transferred or made available to entities outside the territory of the EU
or the EEA or to international organisations, the conditions laid down in Chapter V of the GDPR apply. The
overarching purpose of Chapter V is to provide individuals whose personal data is transferred to third
countries with the same level of protection of their personal data as guaranteed by the GDPR.

The aim of the module is to teach users how to recognize that in their business they transfer personal data
to third countries and how to align these transfers with legal obligations under the General Data Protection
Regulation.

Learning outcomes

e Understand the key principles and concepts of data transfer under the General Data Protection
Regulation (GDPR)

e Assess the adequacy of data protection measures in third countries or international organisations
to ensure compliance with the GDPR

e Apply appropriate safeguards and mechanisms for the transfer of personal data outside the
European Economic Area (EEA) in accordance with the requirements of the GDPR

o Assess the potential risks associated with the transfer of personal data to third countries

e Understand the rights of data subjects in relation to international data transfers and the
mechanisms available for exercising these rights.

After watching the short educational video, there are 7 lessons that need to be studied in detail to master
the material, and after that we advise you to approach the knowledge test.

If you have more than 80% correct answers, Olivia will generate a certificate of successful completion
of the module.

The practical part of the course “Transfers of personal data to third countries” consists of 2 online
forms (questionnaires):

- online questionnaire for conducting an analysis of the impact of the transfer of personal data on
data subjects (TRANSFER IMPACT ASSESSMENT -TIA).

The purpose of this practical module is to help entrepreneurs who export personal data to a third country to
carry out an analysis of the impact of the transfer of personal data to third countries.

After answering the questions from the online form (questionnaire), Olivia will generate a document
template that you can download as a Word document to your computer and further edit as needed. Also, it
is possible to modify the answers to the questionnaire in Olivia, and re-perform a new assessment.

- online questionnaire for the generation of standard contractual clauses

The first thing to check when transferring personal data to a third country is whether there is an adequacy
decision for the third country to which you want to transfer personal data. In the absence of an adequacy
decision, for most organisations, the most relevant instrument for the transfer of personal data from the EU
to non-EU entities or international organisations is the standard contractual clauses.
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This generator generates only standard contractual clauses for the transfer of personal data to third countries
in accordance with the European Commission Implementing Decision EU 2021/914 of 4 June 2021 in the
Italian language for which Italian law is applicable and for which the Garante Privacy is responsible.

It is necessary to choose one of the 4 options that suit your particular situation, i.e. the role in the personal
data processing activity (whether the controller transferring personal data to another controller, the
controller transferring personal data to a processor or the processor transferring personal data to a controller
in a third country).

Once the Word document is generated, the text needs to be checked, the parts of the text marked with dots
need to be completed, and the information needs to be filled in by the contracting parties (exporter and data
importer). The wording of the clauses is not allowed to change in the main parts, but the parties may agree
on certain deadlines, technical and organisational measures, additional obligations, the possibility and
method of contracting the sub-processor, the applicable law and the competent supervisory authority.

Finally, upon successfully completing all 15 knowledge tests, Olivia will issue a certificate confirming
your successful completion of all courses!

Congratulations!

Proofs of course completion

Achieved proofs

All courses completed!
% What | need to know about GDPR?
@ What is a privacy policy and why should you have one?
% Under what conditions can | use cookies on the website?
% What are data breaches and what should be done in the event of a breach?
@ Who is the data protection officer and what are his tasks?
@ Technical measures for the protection of personal data
W What are the legal bases for processing personal data?
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